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MiHi Wwnapranka no KoMaHpax Mepexi

Ping

MporpaMa ping € 04HMM 3 OCHOBHWX AiarHOCTMYHKX 3acobiB

y

mepexax TCP/IP i BXoAUTb y NOCTaBKY BCiX Cy4aCHUX

MepeXxeBux onepauinHux cnctem. OyHKLIOHaNbHICTb ping

TaKOoX peasiizoBaHa B feskux BOyLoBaHUX onepauinHnx
CMCTeMax MapLUpyTU3aTopiB, A4OCTYN A0 pe3yNbTaTiB

BMKOHaHHSA ping A9 TakuUxX NPUCTPOIB 3a NpoToKoao0M SNMP
BM3HA4YaETbCA CTaHAapTaMm

IPv4: ping <ip address>
IPv6: ping6 <ip address>

MapameTtp|Mnatcdopma 3HauyeHHSA

-t Yci pocTynHi |BignpaBka nakeTiB Ha BKa3aHUN BY30J1 4O KOMaHAW NepepuBaHHS
-a Yci BocTynHi |[BcTaHOBNEHHA afipec No iMeHax By3/iB

-n Yci pocTynHi |Yncno 3anuTis, WO BiACUNAIOTLCA

-l Yci pocTynHi |Po3mip bydepy BiacunaHHS

-f Yci pocTynHi [BcTaHOBAEHHS npanopLs, Wwo 3abopoHse hparMeHTauilo NnakeTa
-i YcCi BoCTynHi |[BCTaHOBAEHHA CTPOKY XUTTA NakeTy <“Time To Live”>

-V Yci pocTynHi |[BcTtaHoBneHHa Tuny cnyxbu <“Type Of Service”>

-r Yci gocTynHi |3anuc MapLlipyTy Oa5 BKa3aHOro Ymcia nepexomis

-S Yci poctynHi |lUTamn Yacy 49 BKa3aHOro 4Ynucia nepexoais

S| Yci gocTynHi |BinbHuin BUBip MapLupyTy nNo CUCKY BY3niB

-k Yci pocTynHi [PKopcTkuin Bubip MapLipyTy no CNuCKy By3niB

-W Yci pocTynHi [TanMayT KOXHOI BiAMOBIAi B MiliceKyHAax

-4 Yci poctynHi (MpuMycoBe BUKOPUCTaHHA NpoToKony IPv4

-h *nix JoBigka

? Windows Josinka

Mpuknap AiarHOCTUKKU 3 BUKOPUCTAHHAM KOMaHAaM ping

MiHryeMo KOHKpeTHun IP

ping 8.8.

8.8

MiHryemo gomeH

ping google.com

AKLWO niHr no IP NnpoxoauTb, @ M0 AOMEHY Hi - 3Ha4YUTb HenpaBuabHO NpautoTe DNS cepsepun
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nposangepy. Lle MoXxHa BUNpaBUTK - NponncaT anbTepHaTueHI DNS

Traceroute

Traceroute — cnyxboBa KoMn'toTepHa NporpaMa, NpusHayeHa Ans BU3HAYEHHA MapLUpyTiB
cnipyBaHHA faHnx y mepexax TCP/IP. Traceroute Mo)Ke BUKOPUCTOBYBATU Pi3HI NPOTOKOAN nepeaadi
LaHUX 3a71e)XHO Bif, onepaLuinHol cucTemMmmn NpucTporo. TakmuMmm npoTokonamm moxyTtb 6yt UDP, TCP,
ICMP abo GRE. Komn'toTepu 3i BCTaHOBEHO onepauinHo cnctemoto Windows BUKOPUCTOBYOTh
ICMP-npoTOKON, NpY LIbOMY ornepaLlinHi cuctemu Linux i mapwpytunsatopu Cisco — npotokos UDP.

Traceroute BXoAWTb 00 ckagy 6iNblIOCTI Cy4aCHUX MepexxeBux onepauinHux cuctem. Y cuctemax
Microsoft Windows us nporpama Mae Ha3By tracert, a B cuctemax GNU/Linux, Cisco 10S[en] i Mac OS
— traceroute.

Linux
traceroute <ip address>
Windows

tracert <ip address>

MTR

BcTaHOBNEHHSA

$ sudo apt install mtr
$ sudo yum install mtr
$ sudo dnf install mtr

Mpuknagu

e mtr google.com - aHanor traceroute B peasibHOMY 4aci
e http://blog.sedicomm.com/2018/07/06/mtr-instrument-setevoj-diagnostiki-dlya-linux/

Netstat

netstat — cnyxboBa KoMn'toTepHa Nporpama, Npu3HaveHa gns Bigobpa>keHHs NOTOYHOro CTaTyCy
NigKNYeHb (BXiAHUX Ta BMXigHUX) no TCP/IP 4 UDP, Tabnmub MapLupyTm3auii, KinbKoCTi
MepeXXeBux afganTepiB Ta CTaTUCTUKK NPOTOKOoNIB. [porpamHe 3abe3neyveHHs foctynHe Ha UNIX-
nonibHMx Ta Ha cuctemax, 6azoBaHmx Ha Windows.
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MapameTtp |Mnatdopma 3HaYeHHsA
Binobpa)keHHA BCiX NigKAYEHHb | NOPTIB, Ha AKi KOMM't0Tep

-a Yci BoCTynHi OYiKY€ 3'eqHaHHS. (MigknoveHHs 3 BoKy cepBepa 3BMYaNHO He
BinobparkaloTbCa)

b Windoyvs XP Ta Bipobparkae Ha3By Nporpamu, Wwo CTBopuna 3'€AHAHHSA 4K

HOBILL NPOCYXOBYO4UIA MOPT
-b OS X Ta NetBSD 3abe3neyvye BigobparkeHHs 3arasibHOI KinbKoCTi 6anT Tpadiky
. . BipobparkeHHs cTaTucTukm Ethernet. MapameTp MoXHa

€ yei poctynHi BMKOPWUCTOBYBATW Pa30M 3 -S

-h Unix BigobparkeHHs BCiX AOCTYMHUX KOYiB Npu poboTi

-i Unix Bigpobparkae CTaTUCTUKY MEPEXEBOro iHTepdency

n Yei pocTynHi BipobparkeHHs aapec i HOMepiB NOPTiB B 4MC/I0BOMY (hopMaTi, be3
cnpob BN3Ha4YeHHS iMeH
Binobpa)keHHA NiAKAOYEHb 419 NPOTOKOAY, 3a4aHOMY B

-p npotokon|Windows Ta BSD napameTpi. [JoCTynHi 3Ha4YeHHs «tcp», «udp» Ta «ip».
BUKOPUCTOBYETHLCA 3 KOYEM -S A5 BiLOOParKeHHSA CTaTUCTUKN

-r Yci pocTynHi BigobparkeHHs BMiCcTYy Tabnuui MappyTur3auii

. . BinobpaxeHHa geTanbHOIi CTaTUCTUKM NO NPOTOKOMaX. 3a

- yei poctynmi 3aMOBYYBaHHAM BUBOAATLCA Nnwe gaHi gna TCP

-t Linux Bigobparkae nuwe TCP NiaKA0YeHHS

W FreeBSD giﬂupoeﬁcpma:;\e/:gm LUMPOKOro BMBOLY — He 00pi3aTn Ha3BM XOCTIB 4M

/? Windows BigpobparkeHHs BCix 4OCTYNHUX NapaMeTpiB npu poboTi

Ipconfig

KomaHpza npu3sHayeHa 414 BigobpakeHHA BCiX NOTOYHMUX MepexeBux 3'eAHaHHb, knacy TCP/IP i moxe
3MiHMTK DHCP i HanawTyBaHHsA DNS gomeHHux imeH. Mpautoe nig Windows

MapameTp 3HavYeHHsA
/all BioTBOpeHHS NOBHOI iH(hopMaLii Npo BCi aganTepu Ta NapameTpu 3'€gHaHb
/release O6HyNeHHs NapaMeTpiB 3'€QHaHHA, CKMHEHHS IP, Macku, wnto3y, DNS

/release [apanTep]

Bipnpaeka nosigomneHHss DHCPRELEASE DHCP-cepBepy 4719 BUBIJIbHEHHS
NoToYHOI KoHGirypauii DHCP Ta BuaaneHHsa KoHgirypauii IP-agpeca ans
BMAOaneHHs agantepy (abo X yCix afanTepis, SKLLO BiH He 3agaHui). Len
napameTp Bigkno4ae npotokoa TCP/IP ona agantepis, KOTPi OTPUMYIOTb
aBTOMaTu4HoO IP-agpecy

CKMHeHHA Ta oTpuMaHHA IP-agpecn 418 MeBHOro aganTtepa, a AKWo aganTtep

/renew He BKa3aHuM - To AN4 BCiX. JOCTyMNHe TiNbKKN 3@ YMOBM aBTOMaTUYHOIO
oTpuMaHHSA IP-agpecun

[flushdns OuynweHHs DNS kewwuy

/registerdns OHoBneHHs BCix 3ape3epBoBaHux agpec DHCP Ta nepeepecTtpauis imeH DNS

/displaydns BinobpaxxeHHs BMicTy Kewy DNS

/showclassid BigobpaxkeHHs koay knacy DHCP gnd BkasaHHOro agantepy. [locTtynHe

[apanTep] TiNbKW 3@ YMOBM aBTOMaTUYHOIro OTpMMaHHS IP-agpecu

/setclassid [apanTep]|3miHa Kooy knacy DHCP. [locTynHe TifibKn 3@ yMOBU aBTOMaTUYHOI 0

[kop_knacy] oTpUMaHHSA IP-agpecn

? JloBioka
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