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MiHi Wwnapranka no KoMaHpax Mepexi

Ping

MporpaMa ping € 04HMM 3 OCHOBHWX AiarHOCTMYHKX 3acobiB

y

mepexax TCP/IP i BXoAUTb y NOCTaBKY BCiX Cy4aCHUX

MepeXxeBux onepauinHux cnctem. OyHKLIOHaNbHICTb ping

TaKOoX peasiizoBaHa B feskux BOyLoBaHUX onepauinHnx
CMCTeMax MapLUpyTU3aTopiB, A4OCTYN A0 pe3yNbTaTiB

BMKOHaHHSA ping A9 TakuUxX NPUCTPOIB 3a NpoToKoao0M SNMP
BM3HA4YaETbCA CTaHAapTaMm

IPv4: ping <ip address>
IPv6: ping6 <ip address>

MapameTtp|Mnatcdopma 3HauyeHHSA

-t Yci pocTynHi |BignpaBka nakeTiB Ha BKa3aHUN BY30J1 4O KOMaHAW NepepuBaHHS
-a Yci BocTynHi |[BcTaHOBNEHHA afipec No iMeHax By3/iB

-n Yci pocTynHi |Yncno 3anuTis, WO BiACUNAIOTLCA

-l Yci pocTynHi |Po3mip bydepy BiacunaHHS

-f Yci pocTynHi [BcTaHOBAEHHS npanopLs, Wwo 3abopoHse hparMeHTauilo NnakeTa
-i YcCi BoCTynHi |[BCTaHOBAEHHA CTPOKY XUTTA NakeTy <“Time To Live”>

-V Yci pocTynHi |[BcTtaHoBneHHa Tuny cnyxbu <“Type Of Service”>

-r Yci gocTynHi |3anuc MapLlipyTy Oa5 BKa3aHOro Ymcia nepexomis

-S Yci poctynHi |lUTamn Yacy 49 BKa3aHOro 4Ynucia nepexoais

S| Yci gocTynHi |BinbHuin BUBip MapLupyTy nNo CUCKY BY3niB

-k Yci pocTynHi [PKopcTkuin Bubip MapLipyTy no CNuCKy By3niB

-W Yci pocTynHi [TanMayT KOXHOI BiAMOBIAi B MiliceKyHAax

-4 Yci poctynHi (MpuMycoBe BUKOPUCTaHHA NpoToKony IPv4

-h *nix JoBigka

? Windows Josinka

Mpuknap AiarHOCTUKKU 3 BUKOPUCTAHHAM KOMaHAaM ping

MiHryeMo KOHKpeTHun IP

ping 8.8.

8.8

MiHryemo gomeH

ping google.com

AKLWO niHr no IP NnpoxoauTb, @ M0 AOMEHY Hi - 3Ha4YUTb HenpaBuabHO NpautoTe DNS cepsepun
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nposangepy. Lle MoXxHa BUNpaBUTK - NponncaT anbTepHaTueHI DNS

TakoX MOXXHa rnepesipuTy cripaBHiCcTb NiHil O npoBangepa.

Traceroute

Traceroute — cny>x6oBa KoMn't0TepHa Nporpama, NpM3HayYeHa 419 BU3HAYEHHS MapLUpyTiB
cnipyBaHHA gaHux y mepexkax TCP/IP. Traceroute Mo)Ke BMKOPUCTOBYBATU Pi3HI NPOTOKOAN nepeaadi
[aHNX 3a/1eXXHO Big onepauinHoi CUCTEMM NPUCTPOLD. TakMMK NPOTOKoAaMu MoXXyTb 6yt UDP, TCP,
ICMP abo GRE. Komn'toTepu 3i BCTaHOBNEHO onepauinHo cnctemoto Windows BUKOPUCTOBYIOTh
ICMP-npoTOKON, NpY LIbOMY ornepaLinHi cnctemu Linux i mapwpytunsatopu Cisco — npotokosn UDP.

Traceroute BxoauTb A0 cKnagy 6iNbLIOCTi Cy4aCHMX MepeXXeBnxX onepauiiHux cucteMm. Y cuctemax
Microsoft Windows us nporpama mMae€ Ha3By tracert, a B cuctemax GNU/Linux, Cisco 10S[en] i Mac OS
— traceroute.

Linux
traceroute <ip address>
Windows

tracert <ip address>

MTR

MTR (Big aHrn. My traceroute, cno4aTky Ha3uBanacb aHrn. Matt's traceroute) — cnyxbosa
KOMMN'toTepHa Nporpama, KoTpa ob'e4HyE PyHKLIiOHan yTUAIT traceroute Ta ping y OOHIA yTUAITI
HiarHOCTUKKN MepexXi.

BcTaHOBNEHHSA

$ sudo apt install mtr
$ sudo yum install mtr
$ sudo dnf install mtr

Mpuknagu

e mtr google.com - aHanor traceroute B peasibHOMY 4aci
e http://blog.sedicomm.com/2018/07/06/mtr-instrument-setevoj-diagnostiki-dlya-linux/
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Netstat

netstat — cnyxboBa KoMn'toTepHa Nporpama, Npu3sHavyeHa gns Bigobpa>keHHs NOTOYHOro0 CTaTyCy
NigKNYeHb (BXigHUX Ta BMXigHUX) no TCP/IP 4 UDP, Tabnmub MapLlupyTm3auii, KinbKoCTi
MepeXXeBux aganTepiB Ta CTaTUCTUKM NPOTOKONIB. [porpamHe 3abe3neyveHHsa goctynHe Ha UNIX-
nonibHmMx Ta Ha cuctemax, 6azoBaHmx Ha Windows.

MapameTtp Mnatdopma 3HaYeHHsA
Binobpa)keHHs BCiX NigKYEHHb | NOPTIB, Ha fKi KOMM'toTep

-a Yci BoCTynHi OYiKY€ 3'eaHaHHS. (MigknoveHHs 3 BoKy cepBepa 3BMYaNHO He
BinobparkatoTbCa)

b WinFjoyvs XP Ta Bipobparkae Ha3By Mporpamu, Wwo cTeopuna 3'€JHaHHA 4K

HOBILL NPOCYXOBYOYUIA MOPT

-b OS X Ta NetBSD 3abe3neyye BiaobpaxeHHs 3aranbHOI KinbKOCTi 6anT Tpadiky

e Yei pocTyni BinobpaxkeHHs cTaTucTmkm Ethernet. MapameTp MoXXHa
BMKOPUCTOBYBATUN Pa3oM 3 -S

-h Unix Binobpa)keHHsA BCiX LOCTYNHUX KtOYiB Npu poboTi

-i Unix Bigobparkae CTaTUCTUKY MEPEXEBOro iHTepdency

n Yci gocTyni Binobpa>keHHs appec i HOMepiB NOPTIiB B YncnoBomy cdopmari, 6e3
cnNpob BM3HAYEHHS iMeH
Bigpobpa)keHHs nigkno4eHb Ang NpoTOKONY, 3a4aHOMY B

-p npotokon|Windows Ta BSD napameTpi. JOCTyrMHi 3Ha4YeHHs «tcp», «udp» Ta «ip».
BUKOPUCTOBYETHLCA 3 KIOYEM -S A5 BiLOOparKeHHSA CTaTUCTUKN

-r Yci pocTynHi BinobpaxkeHHa BMICTY Tabnauui MapwpyTusadii

s Yci pocTyni BigpobparkeHHst neTanbHOI CTaTUCTUKN Mo NpOTOKo/aX. 3a
3aMOBYYBaHHAM BUBOAATLCA nuwe gaHi ona TCP

-t Linux Binobpaxxae nuwe TCP nigkno4eHHs

W FreeBSD Siﬂupoeﬁcrl)ﬂa:;sgm LUMPOKOro BMBOLY — He 00pi3aTu Ha3BM XOCTIB Ym

/? Windows BigobparkeHHs BCiX 4OCTYNHUX NapaMeTpiB npu poboTi

Ipconfig

KomaHZa npu3HayeHa A4 Bigobpa>keHHS BCiX MOTOYHMX MepexxeBux 3'eaHaHHb, Knacy TCP/IP i Mmoxe
3MiHKUTK DHCP i HanawTyBaHHA DNS gomeHHux imeH. Mpautoe nig Windows

MapamMmeTp 3HayeHHsA
/all BinTBOpEHHS NOBHOI iH(hopMaLLil Npo BCi afjanTepu Ta napamMeTpu 3'€4HaHb
/release O6HyneHHs NapameTpiB 3'€gHaHHA, CKUHEHHS IP, Macku, wnto3y, DNS

/release [apanTep]

Bipnpaeka nosigomneHHss DHCPRELEASE DHCP-cepBepy 4/19 BUBIJIbHEHHSA
NoToYHOI KoHGirypauii DHCP Ta BuaaneHHa KoHgirypauii IP-agpeca ans
BMAaneHHs agantepy (abo X yCix afanTepis, SKLLO BiH He 3agaHun). Len
napameTp Bigkno4ae npotokon TCP/IP gna aganTepis, KOTPi OTPUMYIOTb
aBTOMaTu4HO IP-agpecy

CKWHeHHA Ta oTpuMaHH4 IP-agpecu ona neBHOro agantepa, a aKWwo aganTtep

[renew He BKa3aHui - To 414 BCiX. [LoCTynHe TifIbKN 3@ YyMOBM aBTOMaTUYHOI O
oTpuMaHH4A IP-agpecn
/flushdns OuvnweHHs DNS keLwuy
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MapamMmeTp 3HayeHHsA

/registerdns OHoBNIeHHS BCix 3ape3epBoBaHMX agpec DHCP Ta nepeepecTpauis imeH DNS
/displaydns Binobpa>keHHs BMicTy Kelly DNS

/showclassid BigobpaxkeHHs koay knacy DHCP gns Bka3zaHHOro agantepy. [locTynHe
[apanTep] Ti/IbKM 3@ YMOBW aBTOMaTUYHOI0 OTpMMaHHA IP-agpecn

/setclassid [apanTep]|3miHa Kooy knacy DHCP. [JoCTynHe TiflbK1 3a yMOBW aBTOMATUYHOI0O
[koo_knacy] OoTpuMaHHSA IP-anpecun

? JloBioka

Ifconfig

Ip
ip [onuii] 06'ekT komaHAa [mapameTpu]

HauBa)xnusiwli 00'ekTun

e address - MepexeBa afpeca Ha NPUCTpPOI
e link- bisn4HUN MepexeBuin NPUCTPIn

® monitor - MOHITOPWHI CTaHy NPUCTPOIB

e neigh - ARP

e route - ynpasJfiiHHA MapLUPyTH3aLi€l

e rule - npaBunna MapLpyTm3auii

tunnel - HaCcTponka TyHesloBaHHSA

Tenep po3rnsaHeMo AOCTYMHi KOMaHAM, 3@ AOMOMOro AKMX MoxXe ByTn BUKOHaHa HaCTponKa Mepexi
linux. Ocb BoHK: add, change, del abo delete, flush, get, list abo show, monitor, replace, restore, save,
set, i update.

AKLLO KOMaHAa He 3ajiaHa, 3a YMOBYaHHAM BMKOPUCTOBYETLCA Show (MokasaTn).

iwconfig
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