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OpraHisauia 6e3neku B poMalLLUHiKn MepeXi

3BiAaKM OepyTbCAa 3arposm

JlomMalwHin Komn'toTep, HOYTOYK, NAaHWeT Y1 CMapT¢OoH 06'eqHYE OAHE - BCi BOHWU NiAK/IOYEHI 10
iHTepHeTYy. TOX B NepLly Yepry 3arpo3a noTpanise came 3BiaTw.

Ocb 3arajibHUI nepenik MOXXJIMBUX 3arpos

[HTepHeT

3apaxxeHi Hakonu4ysaui (hiewwkn, ANCKK Ta iH.)

3apaxeHa MallvHa B [OMALLHIN MepeXxi (iHWuiA Komn'toTep, HOYTOYK, NAaHWeT Yu CMapTdOoH)
B3namaHui poytep

e AOMIHICTPAaTUBHWUIA AOCTYN

e J[locTyn 8o 3acobiB 3axucty

OTXe no NopsaaKy, OCHOBHUMY 3arpo3amMu B iHTEpHeTI € iLLUMHIOBI CAalnTwW, CanTn KOTPI
PO3MOBCIOAXKYIOTb 3/I0OBMUCHI NPOrpamMmn Ta pekiiaMa (Tak - peknama TakoxX Moxke byTu 3apakeHa )

Cnocobu 3axucTy B AOMaLUHIN MepeXi

Meple KOO 3aXUCTYy B iHTEPHETI

3axmMCT Bif 3T0BMUCHUX CalTiB He 000B'A3KOBO NOKJa4aTW Ha aHTUBIPYC We 40 TOro SK Bu nobaymTte
3arposy il MOXXHa YHUKHYTW. B ubomy fonomoxyTb DNS - cepsicu, BOHW BMilOTb (inbTpyBaTW 3annTu
Ha paHHiX NiACcTynax - we A0 TOro SiKk BOHW NOTpanasaTb A0 Bac.

MpocTo BMbepiTb NOTPIBHMI BaM 3aXUCT Ta KOPUCTYNTECH

DNS - obepiTb noTpibHMI cCame BaM

Kono apyre - peknama Ta 4acTKoBO (pilLMHr

Mnariun pna 6nokyBaHHA MaWHepiB, QilLMHTY Ta peKknamMu

Ha paHun momeHT pekomeHayto uBlock Origin - gkun € gns
ycCix nonynapHux bpaysepis.

Firefox/Firefox for Android

Chrome Web Store

IT - wiki - https://wiki.djal.in/


https://habr.com/post/347664/
https://wiki.djal.in/doku.php/soft/antivirusi
https://wiki.djal.in/doku.php/howto/dns
https://wiki.djal.in/doku.php/howto/dns
https://github.com/gorhill/uBlock/#installation
https://addons.mozilla.org/uk/firefox/addon/ublock-origin/
https://chrome.google.com/webstore/detail/ublock-origin/cjpalhdlnbpafiamejdnhcphjbkeiagm

Last
update:
2018/08/19
09:24

howto:organizacija_bezpeki_v_domashnij_merezhi https://wiki.djal.in/doku.php/howto/organizacija_bezpeki_v_domashnij_merezhi?rev=1534670659

Opera add-ons

[HWi BapiaHTuK:

e AdGuard

e AdBlock

e Opera - NoTpanuna clogmn BUKJIOYHO TOMY, O Ma€ BOyaoBaHui (i HenoraHnin) 610KyBanbHUK
peknamu Ta we baraTo Yoro. Konmce g Hanuwy okpemy cTaTTio npo Opera

e Adblock Plus - nonynsipHui, xo4a n He ifeanbHUIA, BIZOMUN TUM, LLLOMPOMNYCKaE peksiamy 3a
rpoLwi

e Ghostery 6710KyBaflbHUK peKaMn 3 PYHKLIEIO MPUBATHOCTI

Mnarium Big BUpOOHMKIB aHTUBIpYCiB

e Avast Online Security "Chrome" Avast Online Security "Firefox"
e McAfee SECURE Safe Browsing "Chrome"
e [lepeBipka nocunaHb Big Dr.Web "Chrome"

TpeTe Koo - poyTtep

OcHoBHi Nnpobaemun poyTepis OBi:

e [lechonTHI Naponi, 3HANTK 1X MOXXHa Ha cawuTi http://routerpasswords.com/
e CTapi NpoLMBKM

3 naponsamu Kpatle Bigpasy posibpaTuch - fesiKi poyTepu B3arani MOXyTb He MICTUTU naposto. Lle
03Ha4ae, Wo 6yab-XT0 MOXXe pobuTr 3 HUM yce, L0 Xo4e.

Llofo npowmnBok - Bigpasy nicns Kynisai NoWyKanTe Ha CanTi BMpobHMKa HOBI, Haani nepesipanTe
iX xo4a 6 pa3 Ha pik.

AHTUBIpYCHU - 1K OOpaTHn i gnsa yoro noTpidbeH

YeTBepTe KOJI0 - Naponi

From:
https://wiki.djal.in/ - IT - wiki

Permanent link: r
https://wiki.djal.in/doku.php/howto/organizacija_bezpeki_v_domashnij_merezhi?rev=1534670659

Last update: 2018/08/19 09:24

https://wiki.djal.in/ Printed on 2026/02/06 11:10


https://addons.opera.com/uk/extensions/details/ublock/
https://adguard.com/ru/adguard-browser-extension/overview.html
https://getadblock.com/
https://www.opera.com/uk
https://wiki.djal.in/doku.php/soft/opera
https://adblockplus.org/
https://habr.com/search/?q=AdBlock+Plus#h
https://www.ghostery.com/
https://chrome.google.com/webstore/detail/avast-online-security/gomekmidlodglbbmalcneegieacbdmki
https://chrome.google.com/webstore/detail/avast-online-security/gomekmidlodglbbmalcneegieacbdmki
https://chrome.google.com/webstore/detail/avast-online-security/gomekmidlodglbbmalcneegieacbdmki
https://addons.mozilla.org/ru/firefox/addon/avast-online-security/
https://chrome.google.com/webstore/detail/mcafee-secure-safe-browsi/lkdiimaiohgpacfbgedcipmgigppaofn
https://chrome.google.com/webstore/detail/mcafee-secure-safe-browsi/lkdiimaiohgpacfbgedcipmgigppaofn
https://chrome.google.com/webstore/detail/mcafee-secure-safe-browsi/lkdiimaiohgpacfbgedcipmgigppaofn
https://chrome.google.com/webstore/detail/drweb-anti-virus-link-che/aleggpabliehgbeagmfhnodcijcmbonb
https://chrome.google.com/webstore/detail/drweb-anti-virus-link-che/aleggpabliehgbeagmfhnodcijcmbonb
https://chrome.google.com/webstore/detail/drweb-anti-virus-link-che/aleggpabliehgbeagmfhnodcijcmbonb
https://chrome.google.com/webstore/detail/drweb-anti-virus-link-che/aleggpabliehgbeagmfhnodcijcmbonb
http://routerpasswords.com/
https://wiki.djal.in/
https://wiki.djal.in/doku.php/howto/organizacija_bezpeki_v_domashnij_merezhi?rev=1534670659

	Організація безпеки в домашній мережі
	Звідки беруться загрози
	Способи захисту в домашній мережі
	Перше коло захисту в інтернеті
	Коло друге - реклама та частково фішинг
	Плагіни для блокування майнерів, фішингу та реклами
	Плагіни від виробників антивірусів

	Третє коло - роутер
	Антивіруси - як обрати і для чого потрібен
	Четверте коло - паролі



