2025/08/07 13:59 1/6 MikroTik 6a30Be HanalTyBaHHSA 3 KOMAHLHOMO psigKa

MikroTik ba3oBe HanawTyBaHHA 3
KOMaHAHOIro pagkKa

ETanu HanalwTyBaHHA

3MiHUTK iM'5

AKLLO ip CTaTUYHUI - BUMKHYTK dhep

AKLLO HaNalWTyBaHHA AUHAMIYHI - YBIMKHYTU dhcp
MponucaTn CTaTUYHI HaNaLWTYyBaHHA

MponucaTn MapLpyT NO 3aMOBYYBaHHIO

3a4aTu afpecauito Ha KNEHTCbKOMY iHTepdenCi

3agaTuv nyn agpec, Wwo byayTb NPUCBOOBATUCH KJIEHTAM
3anyctutun dhcp cepsep Ha BigNOBIAHOMY iHTEPhENCI
nponucaTn Mackapag

LNV A WNE

3MiHUTH IM'A

system identity set name=NAME

BumkHyTH dhcp

ip dhcp-client set numbers=0 disabled=yes
YBiMkHyTH dhcp

ip dhcp-client add interface=etherl disabled=no
HponucaTu CTaTUYHI HaJlalUTyBaHHA

ip addr add interface=etherl address=ip/Macka

MponucaTty MapLpyT NO 3aMOBYYBaHHIO

Ha IP npautoe B byab-aKoMy BUNagKy, aje Taka cxema byne

npobnemoto, AKLL0 NpoBanaep 3MiHIOE W03 6e3 Balloro

BiZOMa. Ha nopT npauie nuwie B TOMY BapiaHTi, SKLLO Ha
& CTOPOHI NpoBangepa i y BaC Ha NOPTY MNPUCYTHE BBIMKHEHHS

aBTOMATU4YHOro0 fofaBaHHA IP B ARP Tabnumuto. AKLo Ha

O Hin 3 cTopiH ARP npuB'sA3KM BUMKHEHI To4i cxemMa

MapLpyTy Mo NopTy He npautoBaTUMe.
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Ha inTepdenc

ip route add dst-address=0.0.0.0/0 gateway=ether0
Ha ip

ip route add dst-address=0.0.0.0/0 gateway=ip

- Oe ip - w3 npoeangepa

BupaneHHA MapLupyTiB

LLlo6 BMAanuTu MapLipyT BBECTM BKa3aTh KOMaHAy
ip route remove 0
e 0 - Homep MapLpyTy, Ai3HAaTUCL NOFO MOXXHA KOMaHA0t0

ip route print
HanawTtyBatu dhcp
O6paTtu nyn appec, wo dyayTb BupaBaTUCH

Mo>kHa BKasaTu BCI0 nigmepexy

ip pool add name=dhcp-pool ranges=172.16.13.0/24

A60 X BKa3aTu KOHKPETHWUI Aiana3oH

ip pool add name=dhcp-pool ranges=192.168.15.101-192.168.15.200

ip dhcp-server add address-pool=dhcp-pool disabled=no interface=ether2
lease-time=1d name=dhcp-serverl

ip dhcp-server network add address=172.16.13.0/24 dns-server=
172.16.13.0 gateway=172.16.13.0 netmask=24

HanawTtoByeMmo NAT (masquerade / MackapapuHr)

ip firewall nat add chain=srcnat action=masquerade out-interface=etherl
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AKLWO NOTPIBHO 3p0bMTN NPOKMA NEBHOMO NOpPTa TOAI

/ip firewall nat add chain=dstnat dst-port=1234 action=dst-nat protocol=tcp
to-address=192.168.1.1 to-port=1234

IHnpopMaLinHi KOMaHaKU

/export compact

ip route print

ip route print detail

ip address print

ip address print detail
ip pool print

KomaHau

e ip pool remove 0
e ip firewall nat add chain=srcnat action=masquerade out-interface=etherl

MpvBecTn oo nagy

Mo ymonyaHuio Ana Bxoda nucnosbdyetcd normH admin 6e3 naponsd. JobasneHne nonb3oBaTens:
use add name=umsa password=naposib group=full
OTKNto4aeMca 4Tobbl 3aMT NOL HOBLIM MOJIb30BaTE/EM:
quit

OTKNt0YeHMe nonb3oBaTens:

user disable admin

MpocMOTp NoJsib3oBaTENEN:

user print

NHTepdencel MikroTik CLI

MpocMoTp NHTEpPtheNCoB:

interface print

AKTuBaUus nHTepdenca:
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interface enable 0

Ha3HaveHue nHTepgency IP apgpeca:

ip address add address 172.17.1.199/24 interface etherl
lMpocmoTp IP appecos:

ip address print

N3meHeHne MTU uHTepdencos:

interface set 0,1,2 mtu=1500

N3meHeHne mac appeca nHTepdenca:

/interface ethernet set etherl mac-address=00:01:02:03:04:05
Cébpoc mac appeca mHTepgenca:

/interface ethernet reset-mac etherl
YCTaHOBKa LUO3a MO YMOJTHaHMIO:

ip route add gateway=172.16.1.131

lMpOCMOTpP MapLUPYTOB:

ip route print

YcTaHaBvMBaeM NepBuYHbLIA U BTOPUYHbIN agpeca DNS cepsepos

ip dns set primary-dns=8.8.8.8 secondary-dns=8.8.4.4 allow-remote-
requests=yes

MpocmoTp DNS napameTpos:

ip dns print

becnpoBogHble UHTepdencol MikroTik
MpocmoTp 6eCcnpoBOAHbLIX MHTEPDENCOB:
/interface wireless print
YcTaHoBKa BpeMeHn B MikroTik CLI
YcTaHOBKa 4aCcoBOro rnosca:

system clock set time-zone=+2
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YcTaHOBKa ip agpeca ntp cepsepa C KOTopbiM ByaeT CBepATHCSA BpeEMS:

system ntp client set enabled=yes primary-ntp=172.16.1.131

MpocMOTp BPEMEHU:

/system clock print

Hactponka Firewall MikroTik CLI

HacTpoiika MackapaZuHra, 4Tobbl 4ToObl BHYyTPEHHAS ceTb He Bbina BuaHa ¢ WAN nopTa

ip firewall nat add chain=srcnat action=masquerade out-interface=uHTepdenc
nposanaepa

MpocMoTp Npasu:
ip firewall filter print
MpyMep orpaHNYeHnsa Koanm4yecTsa coegmHeHmn ¢ ogHoro IP:

/ip firewall rule forward add protocol=tcp tcp -options=syn-only connection-
limit=5 action=drop

Mpumep 6nokmpoBky Bcex TCP nmakeToB nAayLwmnx Ha nopt 135:
/ip firewall rule forward add dst -port=135 protocol=tcp action=drop
Mpumep npobpoca NopToB:

/ip firewall dst-nat add action=nat protocol=tcp dst-
address=10.0.0.217/32:80 to-dst-address=192.168.0.4

CncteMHble HacTpokn MikroTik w MHopMauus B KOHCONM
MpoCMOTP CTaHAAPTHBLIX HACTPOEK:

/system default-configuration print

Cbpoc HacTpoek:

/system reset-configuration

MpocMoTp ncTopun

/system history print

Cnyx6bl MikroTik

MpocMoTp cnyxb:
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/ip service print
Mpoyas nHgopmaumnsa no kKommaHgpon ctpoke MikroTik CLI
lNepexon Ha YpPOBEHb BbILLE:

/

BbinosHeHME KOMaHAbl U3 APYroro ypoBHsA 6e3 CMeHbl TeKyLLero:

/.

MomMoLb:

HacTpoirka MapuipyTusaTopa C NOMOLLbIO MacTepa HAaCTPOEK:
setup
MnHr:

ping 192.168.1.2 count 3 size 512

Bxon n Bbixog u3 6e3onacHoro pexuma: Ctrl+X. MuHM Wwnaprajka uiv namsaTKa no KOMaHOam
L4719 KOHCONIM MapwpyTmn3aTopoB MikroTik rotoBa u 6yneTt 06HOBASATLCA. Kakne KOMMaHAb

ncrnosib3yeTe Bbl?
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